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I'ox Havana moarorosku — 2020.

Heapb nudyyenus
AUCHHILIMHBI

[ToxroroBka GakaaBpoB K Oymymieil npodeccnoHabHON NesSTebHOCTH Ha
OCHOBC O6y‘~IeHI/I$I OCHOBHBIM IIPpUHIOHUIIAM pa6OTI)I C TMCpCOHAJIBbHBIMHA
JaHHBIMH U ME€TOdaM UX 3alllUTHI.

3agaun

— OBIQJIETh  TEOPCTUYCCKHMHU, MPAKTUYCCKUMU W  METOJUYCCKUMHU
BOIIpOCaMH oOecrieueHus: THPOPMAITMOHHON 0€301acHOCTH;

— M3YYHUTh METO/IbI 3aIIUTHI TIEPCOHAIBHBIX JIAHHBIX;

— U3YYUTh TPOIecC pabOThI C IEPCOHATLHBIMY JIAHHBIMH B OpTraHU3aIUH;

— HAy4YdTh pPa3pabOTKE JOKYMEHTOB, pPErIIaMEHTHPYIOIUX padoTy C
NCPCOHAJIbHBIMU JAHHBIMU B OpTraHHU3alliu.

Tembl
JUCIHUTILINHBI

Tema 1. Ilpasosoe obecneuenue 3aujumvl NepCOHANbHbIX OAHHbIX

OcHOBHBIE HOPMATUBHO-IIPABOBBIE aKThl B 00JIACTH 3aILUTHl NEPCOHATBHBIX
naHHblx. TpeboBanuss ®3 «O mnepcoHanmbHBIX JaHHBIX». [IOHATHIHBIN
anmapar. OO6ecreyeHue KOH(PUIECHIMAIBHOCTH TE€PCOHATBHBIX JIAHHBIX.
CrenanpHbple  KaTeTOPUU TEPCOHANBHBIX JaHHBIX. I[IpaBo cyObekTta
MEPCOHATBHBIX JaHHBIX Ha JIOCTYIl K CBOMM TI€PCOHAIBHBIM JTaHHBIM.
[Ipuniunsel 00paOOTKM M XpaHEHWs IEPCOHAIbHBIX JAaHHBIX. Y CIOBHUS
00pabOTKM MEepCOHANBHBIX JAHHBIX: corjacue cyObekTa Ha oOpaloTKy,
oOpabatbiBaeMble 0€3 yBEOMJIEHHS MEPCOHAIBHBIX JaHHbIX. OCOOEHHOCTH
00pabOTKM  TEpPCOHAIBHBIX  JaHHBIX B TOCYJApCTBEHHBIX WU
MYHUIUTATBHBIX HH(POPMALIMOHHBIX CHCTEMaX NePCOHANBHBIX JaHHBIX

Tema 2. Cucmema 20cy0apcmeeHHo20 KOHMpPOAs U HAO030pa  3d
obecneyenuem 6e30nacHOCMU NEPCOHATILHBIX OAHHBIX

®denepanbHble  OpPraHbl, YIOJHOMOYEHHBIE B 00JacTH oOecredeHus
0€30IaCHOCTH TEepPCOHANBHBIX JAHHBIX perynaropsl. Cdepa nesTenbHOCTH
perynstopoB. O @enepanbHONW Cay)0e TO Ham30py B cdepe CBs3H,
MHPOPMAIIMOHHBIX ~ TEXHOJIOTMH M MacCOBBIX  KOMMYyHHKammid. O
@OenepanbHOl  ClTy’)k0€ TEXHHYECKOTO M 3KCIOPTHOro KoHTposst. O
@enepanbHOil  cimyxk0Oe  Ge3omacHOCTH.  MeTOoJMuYecKue  JIOKyMEHTHI
perynsTopoB. THITbL, OCHOBaHHUE, MTOPSIOK, CPOKU H COJIEPIKAHUE TTIOBEPOK
Tema 3. ObsazanHOCmu U OMEEMCMEEHHOCHb ONEPaAmopo8 NEepcOHAbHLIX
OaHHBIX

OO0s3aHHOCTH  OMEpaTopoB MEPCOHAJBHBIX JAHHBIX: YBEJAOMIIEHHE 00
00paboTKe TMepcoHaNbHBIX MJaHHBIX, MO YCTPAHEHUIO HapyLIEeHUH, Npu
JOCTIDKEHUHM  1ened  oOpaboTKM, TpU OT3bIBE coOrjacus CyOBeKTa.
OTBETCTBEHHOCTh OIlEpaTopa B OOJACTH 3aIlUThl MEPCOHAIBHBIX JaHHBIX:
rpakJaHcKasi, yroJoBHas, aIMUHUCTPATUBHAS, TUCIUTUTMHAPHAS

Tema 4. Yeposwi bezonacnocmu nepcoHanbHblX OAHHbIX

Knaccudukanus yrpo3 6e30macHOCTH MEPCOHATBHBIX MAHHBIX. AHAIHU3 U
XapaKTEpUCTUKH Yrpo3 BO3MOXKHOM yTe€4KH MH(POPMALUU MO0 TEXHUUYECKUM
KaHalaM. AHaJIM3 M XapaKTepUCTUKH YIPo3 HECAHKIMOHUPOBAHHOTO




noctyna K uHpopMmanuu B HHOOPMALMOHHOW CHCTEME MEpPCOHANbHBIX
naHHbIX. TuoBple Moaenu yrpo3 0€30IaCHOCTH NEPCOHAIBHBIX JaHHBIX,
oOpabaTeiBaeMbIX B HMH()OPMAIIMOHHBIX cHCTeMax (aBTOMaTU3UPOBAHHBIX
pabounx Mecrax, JIOKaJbHBIX M PACHpPEICNCHHBIX HH()OPMAIIMOHHBIX
CUCTEeMaXx), HE UMEIOUINX ¥ UMEIOUINX MOJKIYEHHE K CETSAM CBSI3U 00ILEero
MOJIb30BaHMA U (WIJIM) CETSAM MEXKIYHApOJHOT0 MH(OPMAIIMOHHOTO OOMEHa.
dopMHUpoBaHUE MEPEUHsI aKTYaJIbHBIX yIrpo3 0€30MacHOCTH MEePCOHATBHBIM
JTAaHHBIM

Tema 5. Knaccugurxayus ungopmayuorHsix cucmem nepcoHanrbHblX OaHHbIX
[MonsTre MHOOPMAIIMOHHONW CUCTEMBI NEPCOHANBHBIX JAHHBIX. THIOBBIE H
crenuagbHble  MHGOOPMAlMOHHBIE CHCTEMBl  MEPCOHANBHBIX  JaHHBIX.
CrpykTypa HH()OPMAITMOHHOW CUCTEMbI MEPCOHANBHBIX AaHHBIX. Kpurepun
KJIacCU(UKALUKA TUMOBBIX HHMOPMAIIMOHHBIX CHCTEM IE€PCOHATbHBIX
JAHHBIX: KaTeropusi oOpabaThIBaeMbIX JAHHBIX, 00BEM 00pabaThIBAEMBIX
JAHHBIX, XapaKTEPUCTUKH O€30MacHOCTH MEPCOHAIBHBIX JAHHBIX C YUETOM
nonkiaoYeHuil Kk MHTepHeTy, pexknMa o0paOOTKH NMEepCOHATBHBIX NaHHBIX,
peXHrMa pasrpaHUYEHHs] MpaB JOCTYINa MOJb30BaTENeH, MECTOHAXOXKICHHS
TEXHUYECKUX CPEICTB. Tabnuna KJIacCU(pUKaluu TUIIOBON
WH(POPMAIIMOHHOMN CHCTEMBI TEPCOHATBHBIX TAHHBIX

Tema 6. Obpabomka nepcoHANbHBIX OAHHBLIX Oe3 UCNONb308AHUS CPEOCME
asmomamuzayuu

[IpaBoBBIE MEpHI 3aIUTHI: pacIpe/ie]IeHHE TOTHOMOUNN MEXy CyObEeKTaMH;
HOPMAaTUBHO-TIPAaBOBOM KOHTPOJIb HCIIOJIb30BaHMS MEPCOHANBHBIX JAHHBIX;
Ha3HAuYE€HUE OTBETCTBEHHOIO 3a 3allUTy HHGOpMAIMM, COAepKallen
MEPCOHANBHBIX JIAaHHBIX; IIpaBOBas perjaMeHTanus mopsaaka coopa,
HCIIOJIb30BaHUs, IPEJOCTABICHHUS U YHUUTOKEHUS IEPCOHAIBHBIX JAHHBIX
Tema 7. Meponpusmus no 3awume NePCOHANbHBLIX OAHHLIX NPU UX
0bpabomke 8 UHPOPMAYUOHHBIX CUCTEMAX
Opranu3aliOHHO-aIMMHUCTPAaTUBHBIE  MEpPHl  3alUTBL:  (popMHpOBaHUE
CUCTEMBl  YNpPABJIEHUS  NEPCOHAIBHBIX  JAHHBIX;  perjaMeHTalus
NESTeIbHOCTH MEepPCOHala IO HCIHOJBb30BAHUIO MEPCOHANbHBIX JaHHbIX;
periaamMeHTanus HopsiIKa B3aMMOJEHCTBUSA 10JIb30BaTEIEH u
aJIMMHHUCTPATOPOB HMH(OPMALIMOHHBIX CHUCTEM IE€PCOHAIBHBIX JAHHBIX;
KOHTPOJIb HaJ JEATEIBHOCTBIO NepcoHana. TeXHUYecKHue Mepbl 3aIlUThI OT
HCJ] B uH@OpMaMOHHBIX CHCTEMax IEPCOHAIbHBIX JaHHBIX Pa3IUYHOIO
KJlacca: 3alUTa OT BPEJOHOCHBIX IIPOrpaMM M CpEACTBAa 3alIUTHl OT
BTOp>KE€HUM;  HJeHTUUKalUuMsg ¢  ayTeHTU(UKalMs  [0JIb30BaTesel;
pasrpaHW4YeHHe W KOHTPOJb JIOCTyHna K II€PCOHAIbHBIM JIaHHBIM;
o0ecrnieueHre 1eTIOCTHOCTH MEPCOHANbHBIX JaHHbBIX; PETUCTpalis COOBITHIMA
0€30MaCHOCTH; 3alUTa KaHAJIOB Mepeau MePCOHAIBHBIX TaHHBIX

Tema 8. Opeanuzayuonnvie u mexHuyecKkue mepvl 06e30nACHOCMU NpU
XpaueHuu NepcoHANbHbIX OAHHBIX HA HOCUMENSAX

[IpucBoenne MaTepuaibHOMY HOCUTENIO HIEHTU(HUKALUOHHOIO HOMeEpa.
Yyer  9K3eMIUIIpOB ~ MaTepHalbHBIX  HocuTened.  Mnentudukanuu
MH(OPMALIMOHHONW  CHUCTEMBl TEPCOHAJBHBIX JaHHBIX M  oOleparopa
NEpCOHANBHBIX JaHHBIX. Perucrpanus (akToB HECaHKIIMOHHMPOBAHHOM
MTOBTOPHOM W JIOTIOJIHUTENbHOM 3anucu uHdopmaruu. [IpumeHeHune cpeacTs
NIEKTPOHHOW LU(POBOM TOAMMCH Ui COXPAHEHUS LEJIOCTHOCTH H
HEM3MEHHOCTH  MEpPCOHANbHBIX  JaHHBIX. [Ipouenypa  yHUUTOXKEHHS
MIEPCOHANBHBIX JaHHBIX

Tema 9. JoxymenmanvHoe obecneuenue OesamenbHOCMU Onepamopa
NEePCOHANLHLIX OAHHBIX




JlokanbHbIE aKThl, periiaMEeHTUPYIOIIHE padoTy ¢ MEPCOHATBHBIMU TaHHBIMU
B OpraHu3ainuu

Tema 10. Paspabomka OOKYMeHMOS, peciameHmupyiowux pabomy c
NepCoOHANIbHBIMU OAHHBIMU

[IpoekTupoBaHue JOKAIbHBIX AKTOB PErjaMEHTHPYIOIIUX IEePCOHATbHBIX
JAHHBIX 0€3 UCTI0Ib30BAHUSI CPEJICTB ABTOMATU3AIINH.

Pa3paboTka JOKYMEHTOB, PEryIUPYIOLUINX 3alIUTY I€PCOHATIbHBIX TAHHBIX B
ABTOMATHU3MPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEMAX.




